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[bookmark: _Toc216167972]CHC Data Governance (“umbrella”)
1.0 Purpose 
The CHC (“CHC”) recognizes that organization data is an asset, and critically important to effectively supporting CHC’s mission. To that end, organization data must be accessible, accurate, and easily integrated across the CHC information systems to support clinic operations and strategic planning. The purpose of this policy is to establish the principles of data management including ensuring data quality, promotion of data literacy among all staff, and enabling appropriate and sufficient access to data that is role-specific, triggers action, and is improvement oriented.  CHC protects its data assets through technical and procedural controls, assuring the proper use of data.
2.0 Scope 
This policy applies to organization data and all CHC activities and operations in which organization data are maintained and/or accessed. This policy applies regardless of the offices or format in which the data reside.
3.0 Authority 
The XXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through IS/IT in coordination with CHC officers and the Data Governance Committee. 

4.0 Definitions
· Organization Data: Refers to any data structured or unstructured, detailed, or aggregated that are relevant to operations, planning, management, regulatory compliance, and/or patient care activities of any site including research data for which CHC has custodial or legal obligations.
· Data management: All actions contributing to the collection, organization, documentation, analysis, integrity, accuracy, security, retention, preservation and sharing of organization data.
· Data governance: The overall administration, through clearly defined procedures and plans, that assures the availability, integrity, security, and usability of the structured and unstructured data available to an organization. Data governance should be organization-wide and include interdisciplinary teams consisting of subject matter experts. (AHIMA, 2020)
· Data Governance Committee: A forum or function that oversees organization data management broadly by orchestrating people, processes, and technology to maximize the value of data through data quality, data literacy, and data access.  Membership includes representation from all functional areas.  May be a decision- making body and/or working group.   
· Data Services: The department or function that manages the organization’s data assets. It is tactical arm of data governance and is typically staffed with data analysts and/or data scientists with professional skills in data analysis, visualization, and business intelligence.
· Data Owner:  A senior CHC leader that is accountable for the quality and maintenance of one of more domains of organization data relied upon for key CHC operations.
· Data Stewards: Experts (or passionate staff) within a clinic site and/or department that are assigned to a priority measure and help ensure data quality, data literacy and use of that measure. Data stewardship is a role, not a title.
· Data User:  Any person using organization data.

5.0 Data Governance Principles
· Data is a strategic asset that has value and risk.
· Data-related decisions should be made at the lowest level possible.
· Not all data will be treated equally; data will be valued and governed/managed based on business impact, stakeholder needs and applicable policy/regulation (e.g., protected health Information (PHI)).
· Data definitions, standards, processes, and policies will be developed and maintained with an organization-wide approach.
· Data stewards define the business terms and definitions, approve data values, data relationships, business rules, data quality standards and monitor data quality and data asset value, while IT maintains the systems that capture and manage data through their lifecycle.
· Individuals who create or acquire data are accountable for the quality of that data and must record it in accordance with its definition.
· Data quality and integrity will be addressed by the individuals that create the data and who are closest to the data, understand its meaning and business implications to the specification of the data stewards, with support from the Data Governance program.
6.0 Responsibilities
6.1 Data Governance Committee/Function 
The Data Governance Committee/Function provides oversight for all data management activities in the organization including: 
· Ensuring data management resources are aligned with organizational strategy 
· Ensuring appropriate data governance policies, standards, and processes exist and monitoring compliance with them across sites  
· Setting priorities for data management initiatives, allocating resources, and monitoring progress, and ensuring accountability
· Demonstrate DG program value by defining and monitoring key metrics such as relevant clinical, operational and financial measures and ROI on data initiatives. 
The committee/function may delegate to subcommittees or existing organizational groups as needed to accomplish these functions efficiently. 
A charter will establish the DG program and scope and guide management of the committee including oversight, operational framework including membership, meeting cadence, role and responsibilities, and decision-making accountabilities required to enforce and socialize data policies and procedures.
6.2 Data Services 
The Data Services function is responsible for implementing data management procedures as guided by the Data Governance function and in collaboration with Data Owners and Data Stewards. Data Services oversees the creation and lifecycle management of analytic data assets including:
· Manage and measure value creation related to analytic data assets.
· Ensure data use adheres to organization ethical standards and regulatory requirements (e.g., HIPAA, etc.).
· Grant access and authorization to analytic data assets.
· Adhere to definitions of data elements as defined by HIT/IT for all data sourced to create analytic data assets.
· Define and manage terms, definitions, value sets for all derived data elements and maintain them.
· Define and manage the technical metadata for all derived data elements and maintain it in the enterprise data warehouse.
· Resolve any discrepancies when derived data definitions are misaligned with source data elements.
· Provide training and guidance on interpretation and use of analytic data assets or visualizations/reports created from these assets.

6.3 Data Owners 
Data Owners are senior leaders with deep knowledge and authority of the data domain or subdomain and are accountable for how data is defined and used within the organization from a business perspective. Specifics related to this role:
· Serve on or work with the DG Committee to resolve data issues and dissonance across sites/functional areas.  Author or contribute to DG policies. Ensure adoption of DG decisions.  Provide input on HIT/IT solutions, policies or regulatory requirements that impact their data domain.
· Provide support, champion resources, and provide authority to act. 
· Identify and standardize the use and governance of data in support of CHC strategy and compliance requirements. 
· Ensure the accuracy of data as used across the organization. 
· Resolve data conflicts within their clinics or functional areas. 
6.4 Data Stewards
Data stewards are accountable for the integrity, quality, and use of data and measures in their department from data input through reporting use.  Data Stewards are data domain or subdomain specific and have deep knowledge of how data is used within the organization from a business perspective.  Specifics related to this role:
· Formally appointed 
· Lead and coordinate data quality efforts
· Represent their care team, clinic, or department within the collective of Data Stewards 
· Escalate issues to Data Governance Committee, as appropriate, for resolution.
· Ensure data quality policy and procedures are followed, with a focus on improvement of data quality and the protection of sensitive data.
· Assist with evaluating processes, controls, data flows, documentation, and procedures to identify gaps and/or data issues for remediation.
· Maintain all necessary tools (training, documentation, etc.) needed to manage their data domain.
7.0 Data Governance Supporting Policies
Reference the following DG policies for guidance in specific domains of data governance and management:
· Data Privacy and Security 
· Data Ownership 
· Data Access and Use 
· Data Classification
· Data Standards and Metadata Management
· Data Quality
· Data Sharing and Exchange
· Data Incident Response 
· Data Retention, Destruction & Archiving
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1.0 Purpose 
This policy defines the technical controls and security configurations users and Information Technology (IT) administrators are required to implement in order to ensure the confidentiality, integrity and availability of the PHM Platform.   The policy outlines requirements for acceptable behavior in managing information systems such as network infrastructures, databases, external media, encryption, hardcopy reports, films, slides, models, wireless, telecommunication, conversations, and any other methods used to convey knowledge and ideas across all hardware, software, and data transmission mechanisms. 
2.0 Scope 
This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations utilizing the EHR/PHM Platform.
1.2 Authority 
The XXX will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable. 
1.4 Applicable Statutes / Regulations 
The following is a list of the various agencies/organizations whose laws, mandates, and regulations were incorporated into the various policy statements included in this document: 
• Health Insurance Portability and Accountability Act (HIPAA)
 • National Institute of Standards and Technology (NIST) 

1.5 Privacy & Security Officer (PSO) 
XXX has established a Privacy and Security Officer as required by HIPAA. This Privacy & Security Officer (PSO) will oversee all ongoing activities related to the form.
Original Developed Date: 7/31/2024
Approval Date: 
Revision Date:
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1.0 Purpose 
The purpose of this policy is to describe what steps must be taken to ensure that users connecting to the PHM Platform are authenticated in an appropriate manner, in compliance with HIT standards, and are given the least amount of access required to perform their job function 
2.0 Scope 
This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations utilizing the PHM Platform.
3.0 Authority 
The XXXXXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable. 
1.3 User Logon IDs 
Individual users shall have unique logon IDs and passwords. An access control system shall identify each user and prevent unauthorized users from entering or using information resources. Security requirements for user identification include:
· Each user shall be assigned a unique identifier. 
· Users shall be responsible for the use and misuse of their individual logon ID.
· A “Least Privilege” approach shall be applied and enforced. Users shall be granted the least amount of access to perform required functions. All user login IDs are audited at least twice yearly, and all inactive logon IDs are revoked. 
· xxxxx will create a ticket upon the departure of all employees and contractors, at which time login IDs are revoked. 
· The logon ID is locked or revoked after a maximum of five (5) unsuccessful logon attempts which then require the passwords to be reset by the appropriate Administrator. 
1.4 Passwords 
1.4.1 User Account Passwords 
User IDs and passwords are required in order to gain access to the PHM Platofrm. All passwords are restricted by a corporate-wide password policy to be of a "Strong" nature. This means that all passwords must conform to restrictions and limitations that are designed to make the password difficult to guess. Users are required to select a password in order to obtain access to PHM Platform  When passwords are reset, the user will be automatically prompted to manually change that assigned password. 
Password Length – Passwords are required to be a minimum of eight characters. 
Content Requirements - Passwords must contain a combination of upper and lower case alphabetic characters, and numeric characters 
Change Frequency – Passwords must be changed every 90 days. Compromised passwords shall be changed immediately. 
Reuse - The previous ten(10) passwords cannot be reused. 
Restrictions on Sharing Passwords - Passwords shall not be shared, written down on paper, or stored within a file or database on a workstation and must be kept confidential. 
Restrictions on Recording Passwords - Passwords are masked or suppressed on all online screens and are never printed or included in reports or logs. Passwords are stored in an encrypted format. 
1.4.2 Administrative User Account 
Passwords User IDs and passwords are required in order to gain access to the PHM Platform. All passwords are restricted by a corporate-wide password policy to be of a "Strong" nature. This means that all passwords must conform to restrictions and limitations that are designed to make the password difficult to guess. Users are required to select a password in order to obtain access to any electronic information both at the server level and at the workstation level. When passwords are reset, the user will be automatically prompted to manually change that assigned password. 
Password Length – Passwords are required to be a minimum of sixteen (16) characters. 
Content Requirements - Passwords must contain a combination of upper and lower case alphabetic characters, and numeric characters 
Change Frequency – Passwords must be changed every 90 days. Compromised passwords shall be changed immediately. 
Reuse - The previous twenty-four passwords cannot be reused. 
Restrictions on Sharing Passwords - Passwords shall not be shared, written down on paper, or stored within a file or database on a workstation and must be kept confidential. Information Security Policy 18 
Restrictions on Recording Passwords - Passwords are masked or suppressed on all online screens and are never printed or included in reports or logs. Passwords are stored in an encrypted format. For PHM internal use, shared administrator passwords should be kept in a secure password management tool that logs access to each shared administrative password for audit trail. Passwords should not be stored in any other location or application. 
1.5 Password Manager 
Usage -  All PHM employees & contractors must use the company provided password management tool to manage any company related credentials. No password should be stored in any physical format or in any password protected document. Access to company-provided password management will end immediately upon termination of employment for any reason 
1.6 Multi Factor Authentication (MFA) 
Multi-factor Authentication (MFA) is an authentication method that requires the user to provide two or more verification factors to gain access to a resource such as an application, online account, or a VPN. 
Examples of MFA 
· something you know (like a password or PIN), 
· something you have (like a smart phone or badge), or 
· something you are (like your fingerprint or face/voice recognition). 
Multi-factor Authentication (MFA) will enhance the PHM Platform security by requiring users to identify themselves by more than a username and password. While important, usernames and passwords are vulnerable to brute force attacks and can be stolen by third parties. Enforcing the use of an MFA factor like a code or physical hardware key means increased confidence in PHM Platform’s safety from cyber criminals. 
Following the emerging industry standard XXX technology at the Health Center level. To access the PHM Platform Multi-factor Authentication (MFA) must be enabled on:
· Office 365 authentication
· Remote access to servers containing PII/PHI/PFI
· Remote access to RDP authentications
· Cloud Services authentications when available from the vendor 
1.7 Confidentiality Agreement
 Users of The PHM Platform shall sign, an appropriate confidentiality agreement. The agreement shall include the following statement, or a paraphrase of: “I understand that any unauthorized use or disclosure of information residing on the PHM Platform may result in disciplinary action consistent with the policies and procedures as well as federal, state, and local agency laws and rules. 
Temporary workers and third-party employees not already covered by a confidentiality agreement shall sign such a document prior to accessing the PHM Platform. Confidentiality agreements shall be reviewed when there are changes to contracts or other terms of employment, particularly when contracts are ending, or employees are leaving an organization. 
1.8 Access Control 
Information resources are protected by the use of access control systems. Access control systems include both internal (i.e. passwords, encryption, access control lists, constrained user interfaces, etc.) and external (i.e. port protection devices, firewalls, host-based authentication, etc.). 
Rules for access to resources (including internal and external telecommunications and networks) have been established by the information/application owner or manager responsible for the resources. Access is granted only by the completion of a service ticket in the service request system. The can only be initiated by the appropriate department head or manager and must be signed by the department head and the PSO or appropriate personnel. This guideline satisfies the "need to know" requirement of the HIPAA regulation, since the supervisor or department head is the person who most closely recognizes an employee's need to access data. 
Additional Users may be given access to the PHM Platform only upon the signature of the Privacy & Security Officer (PSO) or appropriate personnel who is responsible for adding the employee to the PHM Platform. 
Online banner screens, if used, shall contain statements to the effect that unauthorized use of the system is prohibited and that violators will be subject to criminal prosecution. 

2.0 Identification and Authentication Requirements Information Security Policy 
The host security management program shall maintain current user application activity authorizations. Each initial request for a connection or a session is subject to the authorization process previously addressed. 
2.1 User Login Entitlement Reviews 
User Login Reviews will occur no less than annually, the XXX shall facilitate entitlement reviews with department heads to ensure that all employees have the appropriate roles, and access to perform their job functions effectively while being limited to the minimum necessary data to facilitate HIPAA compliance and protect patient data. 
3.0 Termination of User Logon Account 
Upon termination of an employee, whether voluntary or involuntary, employee’s supervisor or department head shall promptly notify the PHM Platform Team by opening a service ticket. If employee’s termination is voluntary and employee provides notice, employee’s supervisor or department head shall promptly notify the the PHM Platform Team of employee’s last scheduled workday so that their user account(s) can be configured to expire. No less than annually, the XXXX or their designee shall provide a list of active user accounts for both network and PHM platform access.   Department heads shall review the employee access lists within five (5) business days of receipt. If any of the employees on the list are no longer employed, the department head will immediately notify the XXX of the employee’s termination status and submit a service ticket.  
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1.0 Purpose 
The purpose of this policy is to describe the use of data in the PHM Platform to ensure appropriate data use, in compliance with federal, state, and local laws.  The data use policy also outlines the levels of data and expected use relative to the level data (combined CHC vs individual CHC) 
2.0 Scope 
This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations utilizing the PHM Platform.
3.0 Authority 
The XXXXXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable. 
4.0 Levels of Data
The PHM Platform houses data from individual CHC data sources (clinical (EMR), claims, immunization, and ADT).  Because the PHM Platform is a “single” instance, data from all contributing CHCs data sources are stored in a common platform.  Data are segregated by contributing CHC. 
· Definition of Levels of Data:
· Combined Level: The combined level data is the sum of all individual CHC data.  At this level, platform users can access all data, from each contributing CHC.
· RAC Level: The RAC level of data is the sum of a subset of CHCs (multiple CHCs are associated with one RAC).  
· CHC Level: The CHC Level data is the sum of all data from a single CHC.  At this level, platform users can access data only specific to the individual CHC
· Patient Level: Patient Level data is an individual record per unique patient and all of the available information about that patient 
· Aggregate data: Aggregate data is data that is compiled for individual records to create a consolidated view of information
· Deidentified data: Deidentified data is patient-level data that is absent all of the data elements specified under HIPAA and the deidentification process
·  Limited Data: Limited Data is patient-level data that is de-identified, however still includes SOME data elements in accordance with the HIPA deidentification process - such as dates of service
5.0 Access to data
In addition to the Platform Access Policy, users will be given access to the appropriate “level” of data, in accordance with this policy. Level of data access will be determined based on the individual's association with the overall program and the minimum necessary access to the data to perform their function.
6.0 Data Access by Organization Affiliation 
PHM Platform Employees and Contractors: Combined Level Access including Patient Level Access
CHC Employees and Contractors: CHC Level Access including Patient Level Access
RAC Employees and Contractors: RAC Level Access and only Aggregate Level Data   
7.0 Use of Data
PHM Platform Employees and Contractors: Administrative & Support Use Only, The PHM Platform Team will only access data on behalf of or at the request of the CHC and will solely be used to support the CHCs implementation and use of the platform.  All other uses of data are strictly prohibited and cannot occur without written permission from the CHC
CHC Employees and Contractors: Administrative, Support, and use of data for the delivery of healthcare services.  CHC Leadership will designate an employee(s) to determine which CHC Employees and Contractors will have access to the PHM Platform and what Role (see Role based security below) 
RAC Employees and Contractors: TBD
8.0 Role-Based Security 
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1.0 Purpose 
To establish the process for conducting, on a periodic basis, an operational review of system activity including, but not limited to, user accounts, system access, file access, security incidents, audit logs, and access reports. The PHM Platform team shall conduct on a regular basis an internal review of records of system activity to minimize security violations. 
This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations utilizing the PHM Platform.
2.0 Authority 
The XXXXXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable. 
3.0 Procedure 
· See policy entitled Audit Controls for a description of the technical mechanisms that track and record activities on the PHM Platform
· The XXX shall be responsible for conducting reviews of access and use of the PHM Platform. Such person(s) shall have the appropriate technical skills with respect to the operating system and applications to access and interpret audit logs and related information appropriately. 
·  The Chief Privacy & Security Officer shall develop a report format to capture the review findings. Such report shall include the reviewer’s name, date and time of performance, and significant findings describing events requiring additional action (e.g., additional investigation, employee training and/or discipline, program adjustments, modifications to safeguards). To the extent possible, such report shall be in a checklist format. 
· Such reviews shall be conducted annually. Audits also shall be conducted if the PHM Platform team has reason to suspect wrongdoing. In conducting these reviews, the XXX shall examine audit logs for security-significant events including, but not limited to, the following: Information Security Policy:
· Logins – Scan successful and unsuccessful login attempts. Identify multiple failed login attempts, account lockouts, and unauthorized access.
· Security incidents – Examine records from security devices or system audit logs for events that constitute system compromises, unsuccessful compromise attempts, malicious logic (e.g., viruses, worms), denial of service, or scanning/probing incidents. 
· User Accounts – Review of user accounts within all systems to ensure users that no longer have a business need for information systems no longer have such access to the information and/or system.
·  All significant findings shall be recorded using the report format referred to in Section 3 of this policy and procedure.  The XXX shall forward all completed reports, as well as recommended actions to be taken in response to findings, to the Privacy & Security Officer (PSO) for review. The PSO shall be responsible for maintaining such reports. The PSO shall consider such reports and recommendations in determining whether to make changes to the PHM Platforms administrative, physical, and technical safeguards. In the event a security incident is detected through such auditing, such matter shall be addressed pursuant to the policy entitled Employee Responsibilities 
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1.0 Purpose 
To ensure the PHM Platform team conducts an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of PHI held by the PHM Platform. 
2.0 Scope 
This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations utilizing the PHM Platform.
3.0 Authority 
The XXXXXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable. 
4.0 Procedure
The Privacy & Security Officer (PSO) shall be responsible for coordinating thePHM Platform risk analysis. The Privacy & Security Officer (PSO) shall identify appropriate persons within the organization to assist with the risk analysis.
The risk analysis shall proceed in the following manner: 
· Describe the data associated with that application.
· Determine whether the data is created by the organization or received from a third party. If data is received from a third party, identify that party and the purpose and manner of receipt.
· Determine whether the data is maintained within the organization only or transmitted to third parties. If data is transmitted to a third party, identify that party and the purpose and manner of transmission.
· Define the criticality of the application and related data as high, medium, or low. Criticality is the degree of impact on the organization if the application and/or related data were unavailable for a period of time.
· Define the sensitivity of the data as high, medium, or low. Sensitivity is the nature of the data and the harm that could result from a breach of confidentiality or security incident.
· For each application identified, identify the various security controls currently in place and locate any written policies and procedures relating to such controls.
· Identify and document threats to the confidentiality, integrity, and availability (referred to as “threat agents”) of ePHI created, received, maintained, or transmitted by the PHM Platform. Consider the following:
· Natural threats, e.g., earthquakes, storm damage.
· Environmental threats, e.g., fire and smoke damage, power outage, utility problems.
· Human threats
·  Accidental acts, e.g., input errors and omissions, faulty application programming or processing procedures, failure to update/upgrade software/security devices, lack of adequate financial and human resources to support necessary security controls
· Inappropriate activities, e.g., inappropriate conduct, abuse of privileges or rights, workplace violence, waste of corporate assets, harassment
· Illegal operations and intentional attacks, e.g., eavesdropping, snooping, fraud, theft, vandalism, sabotage, blackmail Information Security Policy
· External attacks, e.g., malicious cracking, scanning, demon dialing, virus introduction.
· Identify and document vulnerabilities in the PHM Platform. A vulnerability is a flaw or weakness in security policies and procedures, design, implementation, or controls that could be accidentally triggered or intentionally exploited, resulting in unauthorized access to ePHI, modification of ePHI, denial of service, or repudiation (i.e., the inability to identify the source and hold some person accountable for an action). 
· To accomplish this task, conduct a self-analysis utilizing the standards and implementation specifications to identify vulnerabilities including: 
· Evaluating the technical, business, and the impact of each available patch/service pack and providing reasonable judgment on the next steps to be taken.
· Periodically testing patches for compatibility and for correction of vulnerabilities for which it was intended. o Monitoring patch and security intelligence sources for new vulnerabilities.
· Understanding The PHM Platform risk tolerance with respect to installing patches and identifying and distributing patching vulnerabilities in accordance to the following SLA:
· Zero Day vulnerabilities - within 24h or after a successful test o Critical vulnerabilities within 30 Days (30 days is the general guideline)
· Critical Vulnerabilities will be patched within the earliest, safest time-frame, never exceeding 30 days)
· High Vulnerabilities - Within 30 Days (30 days is the general guideline. 
· High Vulnerabilities will be patched within the earliest, safest time-frame, (never exceeding 30 days)
· Medium Vulnerabilities - Within 90 Days (sooner if there are no critical or high)
· Low Vulnerabilities - Within 120 Days (sooner if there are no critical, high or mediums) 
· “Penetration testing," which is the attempted active exploitation of possible vulnerabilities, must be strictly planned and managed. When penetration testing is performed, it must not negatively impact the PHM Platform or data. External security testing must be performed, at a minimum, on an annual basis. Any identified threats, potential threats, or vulnerabilities must be classified according to the following: 
· Probability level, i.e., likelihood of a security incident involving identified risk:
·  "Very Likely" (3) is defined as having a probable chance of occurrence.
· "Likely" (2) is defined as having a significant chance of occurrence.
· "Not Likely" (1) is defined as a modest or insignificant chance of occurrence.
·  Criticality level.
· "High" (3) is defined as having a catastrophic impact on the medical practice including a significant number of medical records which may have been lost or compromised.
· "Medium" (2) is defined as having a significant impact including a moderate number of medical records within the Alliance which may have been lost or compromised. 
· Low" (1) is defined as a modest or insignificant impact including the loss or compromise of some medical records.
· Determine risk score for each identified risk. Multiply the probability score and criticality score. Those risks with a higher risk score require more immediate attention.  
· Identify and document appropriate security measures and safeguards to address key vulnerabilities. To accomplish this task, review the vulnerabilities you have identified in relation to the standards and implementation specifications. Focus on those vulnerabilities with high risk scores, as well as specific security measures and safeguards required by the Security Rule.
· Develop and document an implementation strategy for critical security measures and safeguards
· Determine timeline for implementation. ii) Determine costs of such measures and safeguards and secure funding. Information Security Policy
· Assign responsibility for implementing specific measures and safeguards to appropriate person(s).
· Make necessary adjustments based on implementation experiences.
· Document actual completion dates.
· Evaluate effectiveness of measures and safeguards following implementation and make appropriate adjustments.
· Third Party Risk to the PHM Platform:  
Third-party relationships allow for efficient and effective delivery services to our clients and for achieving successful financial performance. The PHM Platform team is aware of the need to ensure vendor relationships are maintained in accordance with regulatory expectations, security best practices and that inherent risks in outsourcing certain services/operations are appropriately managed. The PHM Platform will:
· Develop a comprehensive Third Party Risk Program(s) that comply with the elements of this policy.
· Establish a risk assessment methodology for third party vendors
· Delineate authority and responsibility for monitoring and managing the third-party relationships
· Establish proper internal processes and controls for the third-party selection, contract expectations, ongoing oversight, and termination of relationships
· Establish management reporting of all third party vendors 
· The Privacy & Security Officer (PSO) shall be responsible for identifying appropriate times to conduct follow-up evaluations and coordinating such evaluations. The Privacy & Security Officer (PSO) shall identify appropriate persons within the organization to assist with such evaluations. Such evaluations shall be conducted upon the occurrence of one or more of the following events: changes in the HIPAA Security Regulations; new federal, state, or local laws or regulations affecting the security of ePHI; changes in technology, environmental processes, or business processes that may affect HIPAA Security policies or procedures; or the occurrence of a serious security incident. Follow-up evaluations shall include the following: i. Inspections, reviews, interviews, and analysis to assess adequacy of administrative and physical safeguards. Such evaluation shall include interviews to assess employee compliance; after-hours walk-through inspections to assess physical security, password protection (i.e., not posted), and workstation sessions terminated (i.e., employees logged out); review of latest security policies and Information Security Policy
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1.0 Purpose 
As part of its mission, CHC participates in public and private initiatives to advance its ability to provide equitable, high quality and effective care to communities served.  Through these initiatives, the CHC may generate and disseminate significant amounts of data.  An effective partnership between the CHC and public and private partners is essential to ensuring the integrity of data from collection through dissemination, as well as long-term use, access, and preservation. It is important that all stakeholders have a shared understanding of their rights, obligations, and expectations related to the data. 
The purpose of this policy is to ensure that data generated in the PHM are maintained, archived, transferred and used in a manner that facilitates access and review, as required by the CHC, and in compliance with federal, state, and local laws, and sponsoring agencies.  Data ownership refers to the legal control of and responsibility for data and information generated through the PHM.  The CHC as the data owner has the ability to access, create, modify, package, derive benefit from, sell, or remove data, as well as the right to assign these access privileges to others.
The following policies provide further guidance on data ownership-related requirements:
· Data Privacy and Security
· Data Sharing and Exchange
· Data Access and Use 
· Data Retention and Archiving
2.0 Scope 
This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations participating in the PHM.  This policy applies to all data generated in the PHM, regardless of source. If the data are generated or acquired collaboratively, multiple organizations or individuals may share responsibility. 
3.0 Authority 
The XXXXXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable. 
4.0 Definitions
· Data management: All actions contributing to the collection, organization, documentation, analysis, integrity, accuracy, security, retention, preservation and sharing of PHM data.
· Data management plan: A document that captures any associated data restrictions or agreements and describes data security, data sharing and data destruction requirements for a particular initiative.
· Evaluator: Individual(s) that assess the effectiveness of a given initiative.
· Initiative data: Broadly, initiative data consist of records of data or information that are necessary for the evaluation of initiative results and the events and processes leading to those results.
5.0 Responsibilities
5.1 General Responsibilities
· Evaluator. Matters of data integrity, accuracy, and security, are the shared responsibility of all individuals involved in an initiative. The Evaluator has the ultimate responsibility for and authority over, the collection, management, security, access, and retention of initiative data for the period specified by this policy.
· CHC. Responsible for making available, through active policies, any requirements for retention of data beyond the minimum period specified by this policy; securing intellectual property rights; approving transfer of data and associated intellectual property rights; and conducting inquiries and investigations stemming from allegations of data misconduct.
· Information Systems (CHC and consultants). Responsible for providing advice and guidance to enable the protection of data and advising on information security as necessary.
5.2 Regulatory Responsibilities
Responsibilities related to data records are based on sound management principles, state laws and federal regulations.  CHC responsibilities for data management include, but are not limited to:
a. Complying with the terms of applicable agreements, such as sponsored initiative, data sharing and data access and use;
b. Protecting the rights of staff access to data from initiatives in which they participated;
c. Providing information security guidance and processes appropriate to protect the data;
d. Securing the intellectual property rights of the CHC;
e. Facilitating the management of conflicts of interest; and
f. Handling allegations of misconduct from data generation through data use.
5.3 Data Management
The Evaluator is responsible for working with the CHC and initiative sponsors to comply with this policy and to identify data management requirements that go beyond standard requirements, such as those issued by the funder.
All initiative data must have a named custodian (or steward). The Evaluator is the custodian of initiative data, and therefore ultimately responsible for following best practices in their field of evaluation and for ensuring that initiative data are managed according to this and other CHC policies. In the event that an initiative does not have a named Evaluator, the responsibility will default to the CHC or designee.
The Evaluator is responsible for the collection, management, and retention of data but may delegate related data management tasks to members of the CHC or initiative team. The Evaluator is responsible for ensuring that designees have the training necessary to maintain the integrity of the data and adhere to this policy.
Initiative data should be managed, shared, and stored according to best practices during analysis and final storage. This includes:
a. Adopting an orderly system of data organization and communicating the chosen system to all members of the analysis group and applicable administrative personnel.
b. Utilizing current best practices for appropriate storage options. Evaluators can obtain more information from IT leaders.
c. Archiving the data in a good quality repository. Providing ample documentation that will enable reuse, a unique identifier to facilitate citation, and a license when required.
Data should be made publicly available, when appropriate and as permitted by law and the relevant oversight stakeholders.
Evaluators are responsible for establishing procedures for the protection of data records in the event of a natural disaster or other emergency.
5.4 Dispute Procedures 
The Evaluator, CHC and other appropriate initiative stakeholders should facilitate resolution of disputes concerning access and ownership of initiative data.  Unresolved disputes should be referred to XXX.  
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1.0 Purpose 
CHC (“CHC”) data systems and processes that generate clinical and operational measures and reports for internal or external stakeholders should meet the highest levels of data quality as a critical component of data governance within the organization.  The purpose of this policy is to ensure that CHC reports have integrity so that management and employees may rely on that data for decision making purposes. All measures generated and reported [in/through PHM] should be periodically and systematically assessed for accuracy, completeness, and timeliness to ensure usability and compliance with public and private funder reporting requirements and federal, state, and local laws.
2.0 Scope 
This policy applies to all employees, contractors, partners, vendors and any third-party at all locations that support generation of CHC reports for internal or external stakeholders.  This policy applies to all data and reports generated [in the PHM] from EHR, PHM, and dashboard/scorecard/data visualization tools.  If the data and reports are generated or acquired collaboratively, multiple organizations or individuals may share responsibility. 
3.0 Authority 
The XXX will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to XXX and will be administered through XXX as applicable. 
4.0 Definitions
· Role-related
· Data Governance: A forum or function that oversees organization data management broadly by orchestrating people, processes, and technology to maximize the value of data through data quality, data literacy, and data access.  Membership includes representation from all functional areas.  May be a decision- making body and/or working group.   
· Data Services:  The department or function that manages the organization’s data assets. It is tactical arm of data governance and is typically staffed with data analysts and/or data scientists with professional skills in data analysis, visualization, and business intelligence.
· Data Stewards: Experts (or passionate staff) within a clinic site and/or department that are assigned to a priority measure and help ensure data quality, data literacy and use of that measure. Data stewardship is a role, not a title.
· Data Validation team:  A cross-functional team that provides subject matter and process expertise from health center departments that capture or transform source data for clinical care and operating purposes.  Membership typically includes representation from clinicians (MD or mid-level), care team (RN, MA, CM), IT/HIT, Data services, QI, and Billing/Coding.
· Data quality-related
· Measure:  a periodic and reliable measurement of process or outcome of the effectiveness and efficiency of care or operations (UDS, HEDIS, etc).
· Data quality:  How well a dataset and the measures derived from that dataset meet criteria for accuracy, completeness, validity, consistency, timeliness, and fitness for use.  
· Data Validation:  Ensuring that data and measures generated meet certain standards or criteria related to data accuracy, completeness, and timeliness.  
· Inter-rater reliability:  The consistency with which multiple individuals determine the same findings when conducting similar reviews of data quality.
· Primary Source Verification (PSV): A process of tracing the data points in a given rate/measure (e.g., a patient count in the numerator, or in the denominator) back to the primary source of data (e.g., the medical record) to determine if the information is consistent with the finding in the rate/measure (e.g., the medical record includes information that demonstrates the patient is compliant with the numerator criteria).  PSV typically requires review of a minimum of 5% of records against reporting outcomes with no variance in data.
5.0 Responsibilities
5.1 Data Governance 
The Data Governance function provides oversight for all data quality activities in the organization including: 
· Ensuring data quality priorities are aligned with organizational strategy 
· Setting priorities for data quality efforts, allocating resources, and monitoring progress
5.2 Data Services 
The Data Services function is responsible for implementing data quality procedures as guided by the Data Governance function and in collaboration with Data Stewards and the Data Validation Team to: 
· Establish requirements for data capture and assessing data quality. 
· Ensure all reporting system libraries, interfaces, and mapped data are periodically reviewed to ensure they are accurate and up-to-date. 
· Validate internal and external reports in collaboration with Data Stewards and the Data Validation Team. 
· Advise the Data Governance function on priorities to improve data accuracy, completeness, and timeliness. 
5.3 Data Stewards
Data stewards are accountable for the integrity, quality, and use of data and measures in their department from data input through reporting use.  This includes:
· Ensuring accuracy and completeness of data
· Coaching others on data quality, literacy, and use
· Helping to set priorities to improve data quality and reporting 
· Working with other stewards to support data governance priorities
5.4 Data Validation Team
The Data Validation Team is responsible for supporting data quality procedures as guided by the Data Governance function and in collaboration with the Data Services function and Data Stewards. 
6.0 Data Quality Procedures
All reports generated will have a process for conducting consistency and reasonability checks to identify issues with data accuracy, completeness, or timeliness.
6.1 Internal Reports
All reports generated internally will include the following data verification checks for accuracy and completeness prior to publishing for staff or submitting externally to ensure:  
· Measure computation conforms with measure numerator and denominator definitions and exclusion criteria (UDS, HEDIS, other) and the appropriate EHR/PHM fields are being used for the measure:
· Numerator is not greater than the denominator (the numerator can be equal to the denominator but not greater than it). 
· Denominators appear reasonable and in alignment with other sources and knowledge.
· The right population is included in the report and sub-populations are not greater than parent populations.
· Segmented populations (e.g., race/ethnicity) align with expectations and are reasonable given the segmented population breakdown. 
· The data entered is accurate (e.g., A1c value of 6.5 vs 65).
· All structured external interfaces (e.g., lab, pharmacy) are functioning properly.
Data validation standards are to include reconciliation routines:  
· Identify unexplained variation of 5-10% or higher over time and/or among providers/teams/site and investigate inaccurate data noted by those reviewing reports when sharing in periodic management/clinical/ops forums.
· Compare data against past reports and other reports (UDS, QIP eReports, HEDIS lists received directly from the payer, attribution lists (segmented by age, gender) to verify alignment.
· Compare against external norms and benchmarks (e.g., CDC and NCQA) to check relative value of data and measures.  For disease-based reports, prevalence percentages match national and regional averages. 
· Investigate possible data inaccuracies through additional reports/searches and by reviewing data with sites/providers/staff where variation exists.
· Assess inter-rater reliability when unsubstantiated discrepancies of greater than 5-10% are found in data verification and validation and conduct Primary Source Verification (PSV) when there are conclusive discrepancies or as required by reporting standards (e.g., HEDIS measures.    

6.1.1 Primary Source Verification
Conduct PSV where there are discrepancies in data or measures against other data/information sources or there are notable shifts between reporting periods, as described above.  PSV should also be conducted as required by MCOs and other external reporting platforms (see next section).
· The threshold for notable discrepancy is typically 10%, but this may be higher when populations/denominators are low.     
· Begin with a random sample of 5 patients for each measure.  If the primary source verified the information contained in the patient-level file for those patients, the measure passes PSV.  
· If discrepancies are detected, select a larger sample (up to an additional 45 records, as a best practice), then assess results to determine if deficiencies are detected. If none, PSV is complete.  If yes, identify gaps and determine whether the gaps are isolated or pervasive.  Develop an appropriate remediation strategy and report on progress through the data governance function.   
· Conduct PSV as an initial process with new measures and reports and continue with each subsequent reporting run until no issues are found. Also conduct PSV any time there is a material change in how the measures are pulled or data sources used.

[bookmark: _Hlk186210400]6.2  UDS Measure Validation 
All UDS measures should be reviewed and validated on a periodic basis throughout the year.  Create a calendar of the measures review cycle, prioritizing measures of importance and with improvement opportunity for more frequent reviews.  For each measure under review, conduct the following:  
· Review UDS measure requirements.  UDS clinical measures are defined by measure stewards at the national level.  Each measure has specifications for the universe or population of patients, and then for meeting the measure.  Using the most current HITEQ eCQM crosswalk (Excel file available in the HITEQ Resource center at https://hiteqcenter.org/Resources/HITEQ-Resources/PID/100/TagID/615/TagName/UDS-Measures ), link to the desired UDS measure specification in the eCQI Resource center and review specifications for the measure under review including specific data elements required.
· Verify that EHR (and PHM) reports are accurately calculating eCQMs consistent with measure specifications.  Each EHR has its own requirements as to where data needs to be captured to ‘count’ including structured data of the right type and in the right place. EHR companies typically publish a user guide or quality measure guidance annually (e.g., updated with updated eCQM specifications and UDS manual) that should be reviewed and verified for accuracy.  All measure components typically require structured data and most eCQMs look at orders (labs, diagnostic imaging, procedures, etc.) and/ or CPT codes and need to have completed data (such as complete results, closed encounters with appropriate CPT codes, etc.).  Each EHR has a report mapping that pulls data from specific codes, types of data, and location of that data (such as in HPI, social history, etc.). This report mapping should be reviewed to ensure eCQMs are being calculated accurately in reports.
· Validate the data being used to calculate the measure under review through PSV (see previous section)
a. A random sample of patient records from the population may be drawn by generating a list of patients in the population for the year under review and randomly selecting 5-30 of them.  A formula may be used for this for each patient, such as =RANDBETWEEN(1,100), selecting all patients assigned a random number 1-5 or 1-30.  
6.3  MCO and Other External Reporting
Reports from MCO and other externally generated reports (e.g., COZEVA) will be periodically validated against the same or similar measures from internal reports recognizing differences in the population each report includes (e.g., internal reports include patients treated, MCO reports include patients assigned to the center but not seen).  
· Data validation will be conducted similarly to internal reports and will identify notable discrepancies with internal reports that warrant review and correction.  
· Conduct PSV where appropriate and submit supplement data (standard, non-standard) and proof of service documentation as required to update the measure in the report.  
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1.0 Purpose 
Data Governance Policies and Procedures provide a set of rules, guidelines, and authorities that define how an organization collects, stores and uses data. The [CIO / XX/ DG Committee] has responsibility for developing, maintaining, repealing, amending and retaining Data Governance (DG) Policies and Procedures (P&Ps) for CHC (“CHC”). The purpose of this policy is to set forth the procedures for fulfilling these responsibilities.
2.0 Scope 
This policy sets forth the process to develop, amend, repeal and/or replace DG P&Ps.  An amendment to a P&P shall be effective only if implemented as provided in this policy.
3.0 Authority 
The XXX will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the XXX and will be administered through XXX as applicable. 
4.0 Procedure 
4.1 Retention, Maintenance and Dissemination of DG P&Ps
All DG P&Ps shall be maintained in an accessible electronic and printable format by XXX in a location that is accessible to the organization. All current DG P&Ps as well as originals of all amended, repealed and replaced DG P&P shall be maintained for the duration of their usefulness in accordance with state law and policy, or if no applicable state law or policy exists, as determined by XXX.
4.2 Submission of Proposed New, Amended, Repealed or Replaced DG P&Ps
Any staff or stakeholder CHC deems appropriate may submit a request in writing for the development of a new P&P, or a request for the amendment or repeal of an existing P&P. 
Submissions may be initiated for consideration through:
· Leadership recommendation
· Internal audits for compliance and streamlining
· Changes in administrative policy directions
· Changes in department policy directions
· Funding agency guidelines and or recommendations
· To comply with changes in applicable federal, state, and local law
· Board of Directors’ imperatives
· Requests from staff
All such requests shall: 
1. Identify the P&P that is the subject of the requested change (if any),
2. Identify the type of P&P sought (if it is a development request)
3. Provide a thorough description of why the request is necessary, and 
4. Provide an analysis of the expected impact of adopting the new P&P or modifying/repealing an existing P&P.
4.3 Consideration of Proposed New, Amended, Repealed or Replaced DG P&Ps
CHC will consider any requests that meet the submission criteria and will prioritize requests, consider the merits of the request, as well as the impact, and communicate actions taken with the requestor.
Prior to approving any new, amended, repealed or replaced P&P, CHC shall solicit and consider comments from the DG Committee and other stakeholders on the new, amended, repealed or replaced P&P. To promote openness and transparency, CHC shall post proposed changes to the P&P to an accessible location.
Following CHC approval of the new, amended, repealed or replaced P&P, the DG Committee and other stakeholders shall be given at least 10 days to review the approved P&P and provide written comments to CHC, except in the event that a shorter time period is necessary in order to comply with Applicable Law.
5.0 Implementation of Changes to the DG P&Ps
If CHC receives no comments from the DG Committee or other stakeholders during the above-referenced comment period, the new, amended, repealed or replaced P&P shall go into effect as approved by CHC and on the date identified by CHC.
If CHC receives comments during the comment period, CHC shall review the new, amended, repealed or replaced P&P in light of the comments and make a determination as to how to modify the new, amended, repealed or replaced P&P, if at all.
Once CHC finalizes its determination, it shall provide at least 60 days’ notice of the effective date, except in the event that a shorter time period is necessary in order to comply with Applicable Law. Notice of will include a summary of the comments received and the reasons CHC accepted, accepted in part, or rejected proposals made in the comments.
6.0 Administrative Modifications to the P&Ps
Notwithstanding the sections above, CHC may make modifications to the P&Ps to ensure administrative consistency across all P&P and/or the DSA. Such modifications will be limited to administrative changes.
An “administrative change” is any change that does not have a material impact on stakeholders. Administrative changes also include, but are not necessarily limited to, changes to the definitions in the P&Ps ensure consistency with other P&Ps and the DSA.
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[bookmark: _Toc216167983]Data Sharing and Exchange
1.0 Purpose and Intent
CHC (“CHC”) believes that the data that it collects should be used to provide the highest quality and equitable care to patients served and to advance health equity for all populations.  CHC recognizes the value of collaborative efforts and research partnerships and supports the standardized collection, exchange, and use of data that enables identification of underserved and underrepresented populations to improve health equity.  
The purpose of this policy is to develop data sharing best practices, encourage the sharing of CHC research and evaluation data to advance health equity for all populations, and ensure the data that it collects are used for appropriate purposes, particularly in the context of protecting individual personal or health information.
This policy is intended to facilitate data exchange between CHC and external partners in compliance with all applicable federal, state, and local laws, regulations, and policies and set forth a common set of terms, conditions, and obligations to support secure access to, or exchange of, health information between and among partners.  

2.0 Scope 
This policy applies to all employees, contractors, partners, and third-party facilitating or supporting the sharing or exchange of CHC data.  This policy applies to all CHC data regardless of source. If the data are generated or acquired collaboratively, multiple organizations or individuals may share responsibility. 
3.0 Authority 
The XXX will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable. 
4.0 Definitions
· Data Use Agreement (DUA): An agreement that governs the sharing of data between organizations who are covered entities under the HIPAA privacy rule. A DUA establishes the ways in which the information in a limited data set may be used by the intended recipient, and how it is protected.
· De-identified Dataset - A dataset that excludes the following 18 identifiers:
1. Names
2. All geographic subdivisions smaller than a state, including street address, city, county, precinct, ZIP Code, and their equivalent geographical codes, except for the initial three digits of a ZIP Code if, according to the current publicly available data from the Bureau of the Census:
· The geographic unit formed by combining all ZIP Codes with the same three initial digits contains more than 20,000 people.
· The initial three digits of a ZIP Code for all such geographic units containing 20,000 or fewer people are changed to 000.
3. All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older
4. Telephone numbers
5. Facsimile numbers
6. Electronic mail addresses
7. Social security numbers
8. Medical record numbers
9. Health plan beneficiary numbers
10. Account numbers
11. Certificate/license numbers
12. Vehicle identifiers and serial numbers, including license plate numbers
13. Device identifiers and serial numbers
14. Web universal resource locators (URLs)
15. Internet protocol (IP) address numbers
16. Biometric identifiers, including fingerprints and voiceprints
17. Full-face photographic images and any comparable images
18. Any other unique identifying number, characteristic, or code, unless otherwise permitted by the Privacy Rule for re-identification
· FERPA – The Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g; 34 CFR Part 99, is hereinafter known as “FERPA”. It is a Federal law that protects the privacy of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. Department of Education.
· HIPAA – The Health Insurance Portability and Accountability Act.  The US Department of Health and Human Services issued a Privacy Rule to implement the protections of HIPAA.  This Rule sets forth standards to govern the use and disclosure of individuals’ protected information by covered entities, as well as standards for individuals' privacy rights to understand and control how their health information is used.
· Institutional Review Board  (IRB)– A board within a government department of health or research organization that assures compliance with federal regulations on the protection of human subjects. Any research on human subjects undertaken by CHC and partners must obtain IRB approval or an IRB waiver before initiating any research activities.
· Limited Dataset – Refers to PHI that excludes 18 categories of direct identifiers yet does not have to be fully de-identified. It allows for the retention of dates (birth, death, admission, discharge), and of limited geographic information, and may be used or disclosed, for purposes of research, public health, or health care operations, without obtaining either an individual's authorization or a waiver or an alteration of authorization for its use and disclosure, with a data use agreement.
· Protected Health Information (PHI) – Individually identifiable health information (IIHI) including demographic information, in any form, including information that is transmitted orally, or in written or electronic form, that relates to: the individual’s past, present or future physical or mental health or condition, the provision of health care to the individual, or the past, present, or future payment for the provision of health care to the individual, and that identifies the individual or for which there is a reasonable basis to believe can be used to identify the individual. 
· Restricted Data –Datasets that cannot be distributed to the general public, because of, for example, participant confidentiality concerns, third-party licensing or use agreements, or national security considerations.
5.0 Responsibilities
Health Insurance Portability and Accountability Act (HIPAA), Family Educational Rights and Privacy Act (FERPA), and XXX govern the use of protected information by the CHC. 
Ethics – All CHC staff and non-CHC researchers will observe the highest level of ethics and will be fully compliant with HIPAA, FERPA, and XXX. Failure to comply with these standards may result in civil and/or criminal penalties.
6.0 Procedures
Submit the following documents to XXX for approval:
1. CHC Proposal Approval Form includes:
a. Project title
b. Complete list of evaluators, investigators, including anyone who will have access to the data
c. Organizational affiliation
d. Contact information
e. Project timeline
f. Purpose
g. Research questions
h. Background
i. Methods (including a section on specific CHC data to be used)
j. Planned uses of analysis and/or research outcomes
k. Consent forms (if applicable)
l. Measures to ensure confidentiality
m. Variables requested
2. Review and approval of the full proposal should be based on the following criteria:
a. Importance of topic to health equity
b. Originality of the topic/data/methods
c. Clarity of the study purpose/goals/hypothesis
d. Clarity and validity of the study design and data selection
e. Adequacy of the sample and dataset
f. Clarity and validity of the statistical methods
g. Clarity and validity of the measurement of key variables
h. Community health/health equity program/policy implications addressed
i. Relevance to community health/primary care practice
j. Relevance to science
3. CHC Data Use Agreement
a. If the data being requested is de-identified, a data use agreement is not necessary.
b. If a limited dataset is being requested, a data use agreement is needed.
c. If the dataset being requested contains PHI, then one of the following 3 conditions have to be satisfied in order to comply with HIPAA:
1. Obtain a waiver of authorization by the presiding IRB (This applies to research use and disclosure without authorization only).
2. Obtain a business associate agreement.
3. Obtain authorization from individuals whose PHI is being shared.
4. Agreement by Evaluators/Researchers in Possession of Data Owned by the CHC
· Restrictions on data usage and dissemination.
· Agreement to share evaluation/research findings with CHC prior to distribution.



[bookmark: _Toc173489830][bookmark: _Toc216167984]Data Retention, Destruction & Archiving
1.0 Purpose 
The purpose of this policy is to establish the retention, destruction and archiving requirements for all data and health records, regardless of medium, that contain protected health information (PHI) or medical information about a patient. This policy specifies how long CHC (“CHC”) data must be retained to meet regulatory and/or organizational needs or respond to data or information requests, and what should be done to the data and information after retention requirements have been met. 
2.0 Scope 
This policy shall apply to protected health information (PHI) [and other data] that is generated during provision of care to patients in all CHC clinics.  If the data are generated collaboratively, multiple organizations or individuals may share responsibility. 
3.0 Authority 
The XXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through IS/IT as applicable. 
4.0 Definitions
· HIPAA Privacy Rule:  Establishes national standards to protect individuals’ medical records and other individually identifiable information (collectively defined as “PHI”). HIPAA protections apply to many different types of PHI including patient records, diagnostic images, prescription records, billing records, etc.
· Covered Entities:  A health plan, health care clearinghouse, or a healthcare provider who transmits any health information in electronic form. 
· Business Associate:  A person or entity that performs certain functions or activities that involve the use or disclosure of PHI on behalf of, or provides services to, a covered entity.
· Master Patient Index (MPI):  Identifies patients across separate clinical, financial and administrative systems.
· Data Retention:  Refers to the length of time that medical record data (PHI) is kept by the organization that gathered it. There is no fixed period for PHI but the HIPAA Privacy Rule establishes how other records should be retained.
· Data Archiving:  The preservation of data in a format that makes it easy to reference or for regulatory compliance.
5.0 Responsibilities
· Covered Entity:  Comply with, and ensure that all business associates are complying with, HIPAA, state, and CHC requirements related to data retention and archiving.  
· Business Associate:  Comply with HIPAA, state, and CHC requirements related to data retention and archiving.   
6.0 Procedure 
The procedure for data retention policy defines what data needs to be retained, how long it should be stored for, whether it should be archived or deleted, and how it should be deleted.    
6.1 Data Retention
CHC shall adhere to the data retention requirements of HIPAA, which require retention of all PHI for a period of six years from the date of publication, creation or the date of its last effective date, whichever is later.  [If CHC accepts credit cards, CHC shall adhere to the data retention and deletion policies of the Payment Card Industry Data Security Standard.]
Medical records may be an electronic medical record or electronic data storage and shall be retained as follows:
· All adult clinical and administrative medical record information, including documentation acquired from outside the organization, will be kept for ten years after discharge or service date.   Pediatric records will be retained for twenty-five years. 
· There are no HIPAA medical record retention requirements, however, California requires medical records are retained for a minimum of 7 years. 
· CMS requires record retention of 5 years after closure of the cost report and 10 years for Medicare managed care program providers.
· The master patient index (MPI) will be kept indefinitely.
6.1.1 Backup Data Retention
If data is being backed up before being permanently removed from a system (for example, to free up storage space), and the data contains HIPAA-related documentation, the backup shall be retained for six years after the HIPAA-related documentation was last used or was last effective. [Note HIPAA does not dictate how long backups should be retained.]
The backup media shall be protected by the physical safeguards of the Security Rule to prevent unauthorized access. Suitable backup media shall be used to ensure they can retain data for the required amount of time (e.g., data maintained on USB drives can deteriorate within five years making them unsuitable for saving HIPAA documentation).
6.2 Data Destruction and Archiving 
The destruction or archival of medical records and PHI documentation will be carried out in accordance with HIPAA regulations.  No PHI will be deleted before the minimum retention period has been met as indicated above.  Confidential information includes that which contains PHI of a patient, relative or household member of a patient. All documentation containing PHI must be deleted in a manner that prevents reconstruction. 
When the required retention periods for medical records and PHI documentation have been reached, all forms of PHI are to be destroyed or disposed of securely to prevent impermissible disclosures of PHI.  Note that Privacy and Security Rules do not require a particular disposal method. HHS recommends Covered Entities and Business Associates review their circumstances to determine what steps are reasonable to safeguard PHI through destruction and disposal.
Secure methods shall be used for destroying or disposing of PHI once the HIPAA data retention requirements have expired: 
· Paper records:  shredding, burning, pulping, or pulverizing the records so that PHI is rendered essentially unreadable, indecipherable, and otherwise cannot be reconstructed
· Other physical PHI (e.g., labeled prescription bottles):  use of a disposal vendor as a business associate to pick up and shred or otherwise destroy the PHI
· Electronic PHI:  Business Associates must return or destroy all PHI at the termination of a Business Associate Agreement. Covered Entity when PHI or documentation is no longer subject to the HIPAA retention requirements.  In order to comply, one of the following methods shall be used: 
· Clearing:  using software or hardware products to overwrite media with non-sensitive data
· Purging:  degaussing (a method of permanently erasing data from working and non-working hard drives, tape, and floppy disks) or exposing the media to a strong magnetic field in order to disrupt the recorded magnetic domains
· Destroying the media:  disintegration, pulverization, melting, incinerating, or shredding methods that could also be used by a Covered Entity when PHI or documentation is no longer subject to the HIPAA retention requirements.
Destruction of the legal medical record and PHI documentation must be documented and maintained permanently and include the following:
i. Date of destruction
ii. Method of destruction
iii. Description of the destroyed documents
iv. Inclusive dates covered
v. Statement that the records were destroyed in the normal course of business
vi. Signatures of the individuals supervising and witnessing the destruction
If destruction services are contracted, the contract must meet the requirements of the HIPAA privacy and security rules and a business associate agreement must be executed with the contractor.
Contracts between the CHC and its business associates will provide that, upon termination of the contract, the business associate will return or destroy and dispose of all consumer health information. The destruction of PHI by the business associate will be documented in writing and sent to the CHC.
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1.0 Purpose
To provide guidance for breach notification to covered entities when impermissible or unauthorized access, acquisition, use and/or disclosure of the organization’s patient protected health information occurs. Breach notification will be carried out in compliance with the American Recovery and Reinvestment Act (ARRA)/Health Information Technology for Economic and Clinical Health Act (HITECH) as well as any other federal or state notification law. 
 
1.1 Scope
 This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations utilizing the PHM Platform. 
 
1.2 Authority
The XXXXXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable.  
 
1.3 Procedure
The HIPAA Breach Notification Rule requires HIPAA covered entities and their business associates to provide notification following a breach of unsecured protected health information. Similar breach notification provisions implemented and enforced by the Federal Trade Commission (FTC), apply to vendors of personal health records and their third party service providers, pursuant to section 13407 of the HITECH Act.
 
1.4 Definition of Breach
A breach is, generally, an impermissible use or disclosure under the Privacy Rule that compromises the security or privacy of the protected health information.  An impermissible use or disclosure of protected health information is presumed to be a breach unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the protected health information has been compromised based on a risk assessment of at least the following factors:
1. The nature and extent of the protected health information involved, including the types of identifiers and the likelihood of re-identification.
2. The unauthorized person who used the protected health information or to whom the disclosure was made.
3. Whether the protected health information was acquired or viewed; and
4. The extent to which the risk to the protected health information has been mitigated.
Covered entities and business associates, where applicable, have discretion to provide the required breach notifications following an impermissible use or disclosure without performing a risk assessment to determine the probability that the protected health information has been compromised.
There are three exceptions to the definition of “breach.” The first exception applies to the unintentional acquisition, access, or use of protected health information by a workforce member or person acting under the authority of a covered entity or business associate, if such acquisition, access, or use was made in good faith and within the scope of authority. The second exception applies to the inadvertent disclosure of protected health information by a person authorized to access protected health information at a covered entity or business associate to another person authorized to access protected health information at the covered entity or business associate, or organized health care arrangement in which the covered entity participates. In both cases, the information cannot be further used or disclosed in a manner not permitted by the Privacy Rule. The final exception applies if the covered entity or business associate has a good faith belief that the unauthorized person to whom the impermissible disclosure was made, would not have been able to retain the information.
1.4.1 Breach excludes
1. Any unintentional acquisition, access or use of PHI by a workforce member or person acting under the authority of a Covered Entity (CE) or Business Associate (BA) if such acquisition, access, or use was made in good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted under the Privacy Rule.
2. Any inadvertent disclosure by a person who is authorized to access PHI at a CE or BA to another person authorized to access PHI at the same CE or BA, or organized health care arrangement in which the CE participates, and the information received as a result of such disclosure is not further used or disclosed in a manner not permitted under the Privacy Rule.
3. A disclosure of PHI where a CE or BA has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information.
 3.1 Covered Entity:  A health plan, health care clearinghouse, or a healthcare provider who transmits any health information in electronic form. 
3.2 Disclosure:  Disclosure means the release, transfer, provision of, access to, or divulging in any other manner of information outside the entity holding the information. 
3.3 Individually Identifiable Health Information:  That information that is a subset of health information, including demographic information collected from an individual, and is created or received by a health care provider, health plan, employer, or health care clearinghouse; and relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and identifies the individual; or with respect to which there is a reasonable basis to believe  the information can be used to identify the individual.  
3.4 Organization:  For the purposes of this policy, the term “organization” shall mean the covered entity to which the policy and breach notification apply.
3.5 Protected Health Information (PHI):  Protected health information means individually identifiable health information that is:  transmitted by electronic media; maintained in electronic media; or transmitted or maintained in any other form or medium.
3.6 Unsecured Protected Health Information:  Protected health information (PHI) that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals using technology or methodology specified by the Secretary in the guidance issued under section 13402(h)(2) of Pub. L.111-5 on the HHS website.
 
4. Electronic PHI has been encrypted as specified in the HIPAA Security rule by the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without the use of a confidential process or key and such confidential process or key that might enable decryption has not been breached.  To avoid a breach of the confidential process or key, these decryption tools should be stored on a device or at a location separate from the data they are used to encrypt or decrypt. The following encryption processes meet this standard.
a) Valid encryption processes for data at rest (i.e. data that resides in databases, file systems and other structured storage systems) are consistent with NIST Special Publication 800-111, Guide to Storage Encryption Technologies for End User Devices.
b) Valid encryption processes for data in motion (i.e. data that is moving through a network, including wireless transmission) are those that comply, as appropriate, with NIST Special Publications 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations; 800-77, Guide to IPsec VPNs; or 800-113, Guide to SSL VPNs, and may include others which are Federal Information Processing Standards FIPS 140-2 validated.
 

5. The media on which the PHI is stored or recorded has been destroyed in the following ways:
a) Paper, film, or other hard copy media have been shredded or destroyed such that the PHI cannot be read or otherwise cannot be reconstructed.  Redaction is specifically excluded as a means of data destruction.
b) Electronic media have been cleared, purged, or destroyed consistent with NIST Special Publications 800-88, Guidelines for Media Sanitization, such that the PHI cannot be retrieved.
 
 
2.5 Breach Notification Requirements 
Following a breach of unsecured protected health information, covered entities must provide notification of the breach to affected individuals, Office of the Secretary/ Federal Trade Commission (FTC), and, in certain circumstances, to the media. In addition, business associates must notify covered entities if a breach occurs at or by the business associate.
1.5.1 Individual Notice
 Covered entities must notify affected individuals following the discovery of a breach of unsecured protected health information. Covered entities must provide this individual notice in written form by first-class mail, or alternatively, by e-mail if the affected individual has agreed to receive such notices electronically. If the covered entity has insufficient or out-of-date contact information for 10 or more individuals, the covered entity must provide substitute individual notice by either posting the notice on the home page of its web site for at least 90 days or by providing the notice in major print or broadcast media where the affected individuals likely reside. The covered entity must include a toll-free phone number that remains active for at least 90 days where individuals can learn if their information was involved in the breach. If the covered entity has insufficient or out-of-date contact information for fewer than 10 individuals, the covered entity may provide substitute notice by an alternative form of written notice, by telephone, or other means.  
1.5.2 Media Notice
 Covered entities that experience a breach affecting more than 500 residents of a State or jurisdiction are, in addition to notifying the affected individuals, required to provide notice to prominent media outlets serving the State or jurisdiction.  Covered entities will likely provide this notification in the form of a press release to appropriate media outlets serving the affected area.  Like individual notice, this media notification must be provided without unreasonable delay and in no case later than 60 days following the discovery of a breach and must include the same information required for the individual notice.
2.5.2 Notice to Office of the Secretary/ Federal Trade Commission (FTC)
 In addition to notifying affected individuals and the media (where appropriate), covered entities must notify the Secretary of breaches of unsecured protected health information. Covered entities will notify the Secretary by visiting the HHS web site and filling out and electronically submitting a breach report form. If a breach affects 500 or more individuals, covered entities must notify the Secretary without unreasonable delay and in no case later than 60 days following a breach. If, however, a breach affects fewer than 500 individuals, the covered entity may notify the Secretary of such breaches on an annual basis. Reports of breaches affecting fewer than 500 individuals are due to the Secretary no later than 60 days after the end of the calendar year in which the breaches are discovered.
3.5.2 Notification by a Business Associate
 If a breach of unsecured protected health information occurs at or by a business associate, the business associate must notify the covered entity following the discovery of the breach.  A business associate must provide notice to the covered entity without unreasonable delay and no later than 60 days from the discovery of the breach.  To the extent possible, the business associate should provide the covered entity with the identification of each individual affected by the breach as well as any other available information required to be provided by the covered entity in its notification to affected individuals.
2.6 Administrative Requirements and Burden of Proof
 Covered entities and business associates, as applicable, have the burden of demonstrating that all required notifications have been provided or that a use or disclosure of unsecured protected health information did not constitute a breach. Thus, with respect to an impermissible use or disclosure, a covered entity (or business associate) should maintain documentation that all required notifications were made, or, alternatively, documentation to demonstrate that notification was not required: 
(1) its risk assessment demonstrates a low probability that the protected health information has been compromised by the impermissible use or disclosure; or 
(2) the application of any other exceptions to the definition of “breach.”
Covered entities are also required to comply with certain administrative requirements with respect to breach notification.  For example, covered entities must have in place written policies and procedures regarding breach notification, must train employees on these policies and procedures, and must develop and apply appropriate sanctions against workforce members who do not comply with these policies and procedures.
 
3.6 Risk Assessment
 For an acquisition, access, use or disclosure of PHI to constitute a breach, it must constitute a violation of the Privacy Rule. A use or disclosure of PHI that is incident to an otherwise permissible use or disclosure and occurs despite reasonable safeguards and proper minimum necessary procedures would not be a violation of the Privacy Rule and would not qualify as a potential breach. To determine if an impermissible use or disclosure of PHI constitutes a breach and requires further notification to individuals, media, or the HHS secretary under breach notification requirements, the XXX will perform as indicated a preliminary risk assessment within the scope of XXX services to determine if there is significant risk of harm to the individual as a result of the impermissible use or disclosure [1] and provide this to the Covered Entity.   

The Covered entity will be responsible to conduct and document the formal risk assessment for a final determination of whether a breach occurred.  The Covered entity has the burden of proof for demonstrating that all notifications were made as required or that the use or disclosure did not constitute a breach.  Based on the outcome of the risk assessment, the organization will determine the need to move forward with breach notification. The risk assessment and the supporting documentation shall be fact specific and address:
a) Consideration of who impermissibly used or to whom the information was impermissibly disclosed.
 b) The type and amount of PHI involved.
 c) The potential for significant risk of financial, reputational, or other harm.
4.6  Covered Entity Responsibilities (names of CE’s)
 Upon discovery of the breach, the XXX will, without unreasonable delay and in no case later than 60 calendar days after discovery of a breach, notify the Covered Entity of such breach.   Such notice shall include the identification of each individual whose unsecured protected health information has been, or is reasonably believed o have been, accessed, acquired, or disclosed during such breach.  The XXX will provide the organization with any other available information that the organization is required to include in notification to the individual at the time of the notification or promptly thereafter as information becomes available.  Upon notification by the XXX of discovery of a breach, the Covered Entity will be responsible for notifying affected individuals and maintaining appropriate records. 
5.6 Breach Investigation
 The organization shall name an individual to act as the investigator of the breach (e.g., privacy officer, security officer, risk manager, etc.).   The investigator shall be responsible for the management of the breach investigation, completion of a risk assessment, and coordinating with others in the organization as appropriate (e.g., administration, security incident response team, human resources, risk management, public relations, legal counsel, etc.)  The investigator shall be the key facilitator for all breach notification processes to the appropriate entities (e.g., HHS, media, law enforcement officials, etc.), and secure all required documentation related to the breach investigation.   The XXX Privacy and Security Officer will act as point person to assure that all needed documentation from the xxx is provided to this Investigator.
2.0 PROCEDURE
1. Immediately upon becoming aware of a potential breach, any PHM staff member will notify his/her Supervisor and the XXX Chief Privacy & Security Officer (CPSO).
2. To support the efforts of the Covered Entity in meeting its responsibilities, the PHM Team will document the following information for each incident:
a)    A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known.
b) A description of the types of unsecured protected health information that were involved in the breach (such as whether full name, Social Security number, date of birth, home address, account number, diagnosis, disability code or other types of information were involved).
c)   A brief description of what the PHM Team is doing to investigate the breach, to mitigate harm to individuals, and to protect against further breaches.

3. The identified point of contact for the Health Center (covered entity) per the XXX Agreement (agreement between XXX and the CHC) will be immediately notified of a potential breach by telephone call as well as certified express mail. The XXX will notify the Health Center CEO, and notify XXX legal counsel as needed.
4. In accordance with the policy above, the CPSO or delegate will conduct an investigation and document the initial breach determination and complete the entry in the breach information log.  
5. Formal notice including the results of the preliminary breach determination, the information contained in the breach information log will be provided via certified mail to the Health Center CEO and designated contact.
6. Based upon the results of the preliminary determination, an internal mitigation plan will be developed and carried out by the Privacy Officer and relevant PHM Staff and communicated to the Health Center.
7. Maintenance of Breach Information/Log:  As described above and in addition to the reports created for each incident, the PHM Program shall maintain a process to record or log all breaches of unsecured PHI regardless of the number of patients affected.  The following information will be collected/logged for each breach:
a) A description of what happened, including the date of the breach, the date of the discovery of the breach, and the number of patients affected, if known.
b) A description of the types of unsecured protected health information that were involved in the breach (such as full name, Social Security number, date of birth, home address, account number, etc.).
c) A description of the action taken with regard to notification of the Covered Entity regarding the breach.
d) Any PHM level resolution steps taken to mitigate the breach and prevent future occurrences.
e) A description of the action taken by the Covered Entity with regard to notification of the patients regarding the breach.

8. The XXX will conduct yearly educational sessions to educate staff on the nature of breaches, reporting and investigative policies and procedures contained in this policy and procedure, and preventive/mitigating strategies.
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1.0 Purpose 
The purpose of this policy is to provide a framework for the classification of data that is created within CHC (“CHC”). The classification of data is the foundation for the specification of policies, procedures, and controls necessary for the protection of confidential data.  Classifying data helps prevent and reduce risk of breach events. 
Reference the following policies for related guidance:
· Data Privacy and Security 
· Data Access and Use 
· Data Sharing and Exchange
· Data Retention, Destruction & Archiving
2.0 Scope 
This policy shall apply to all CHC information systems.  If information systems are used collaboratively, multiple organizations or individuals may share responsibility. 
3.0 Authority 
The XXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through IS/IT as applicable. 
4.0 Definitions
· Data classification:  Systematically categorizes information based on sensitivity and importance to determine its level of confidentiality. This process helps apply appropriate security and compliance measures to ensure each category receives proper protection. As a result, sensitive information is safeguarded while less critical data is allowed appropriate flexibility.
· HIPAA Security Rule:  Establishes national standards to protect individuals’ electronic personal health information that is created, received, used, or maintained by a covered entity.  
5.0 Responsibilities
· Data Owners:  Management or leadership staff ultimately responsible for the data generated in their department, providing guidance on classification, and ensuring protection on classification level.
· Data Creators:  Anyone generating new data helps inform classification of data.
· Data Users:  Anyone who has access to data must use it in a manner consistent with the purpose intended, and comply with this policy, and all policies applicable to data use. 
· Data custodian:  IT/IS security officers responsible for maintaining and backing up systems, databases, and servers that store organization data.  Also responsible for technical deployment of rules defined by data owners.
6.0 Procedure 
Data created, stored, processed or transmitted on CHC information systems shall be classified according to the impact to CHC and its patients resulting from the disclosure, modification, breach or destruction of the data. 
Classification levels:
· Confidential Data (Private):  Data that shall be protected from unauthorized disclosure based on laws (HIPAA), regulations, and other legal agreements.  Requires specific authorization and/or clearance.
· Personal health information
· Financial account data
· System security parameters and vulnerabilities
· Risk assessment and audit records
· Licensing, certification, statistics and investigation information (of a sensitive nature)
· Public Data:  Data that may be released to the public and requires no additional levels of protection from unauthorized disclosure.  It can be freely used, reused, and redistributed without repercussions. 
· Restricted Data:  Data that, if compromised or accessed without authorization, could lead to criminal charges and legal fines or cause irreparable damage to the organization.
6.1 Handling of Confidential Data
Confidential data, as defined above, shall be handled according to the following rules: 
· Need to Know:  Shall only be given to those persons that have authorized access and a need to know the information in the performance of their duties. 
· Hand Carry:  Shall be kept with the individual and protected from unauthorized disclosure.
· Accounting:  For bulk transfer containing 500 or more records, the receipt and delivery shall be monitored and accounted for to ensure the data is not lost and potentially compromised.
· Guardian:  When outside of controlled areas, shall not be left unattended, even temporarily. Shall remain either in a controlled environment or in the employee’s physical control at all times. 
· Out-of-sight:  Shall be turned over or put out of sight when visitors not authorized to view data are present.
· Conversations:  Shall not be discussed outside of controlled areas when visitors not authorized are present.
· Movement: Unauthorized movement from controlled areas shall be prohibited. 
· Transmission: Any external transmission shall be encrypted either through link or end-to-end encryption. 
· Processing: Shall be processed on approved devices.
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1.0 Purpose
To provide a comprehensive set of unambiguous metadata relating to the data that is acquired and used in the PHM Platform.  The Data Standards and Metadata Policy is needed in order to understand the data, fully extract the value from the data ensure appropriate security measures to protect the data.
 
1.1 Scope
 This policy applies to all employees, customers, guests, contractors, partners, vendors and any third-party at all locations utilizing the PHM Platform. 
 
1.2 Authority
The XXX  will review and approve the policy on an annual basis. The authority to implement this policy and related procedures has been assigned to the Privacy & Security Officer (PSO) and will be administered through Information Security and Information Technology as applicable.  
 
1.3 Guiding Principles
 
The PHM team will document relevant metadata related to all data ingested into the PHM platform 
 
1.4 Roles & Responsibilities
 
Metadata Owner: The person responsible for ensuring the documentation of any/all relevant metadata for all data that is included in the PHM platform and will maintain the PHM Platform Data Catalog 
Lead Data Architect: The person responsible for technical design to onboard informing the Metadata owner(s) of any changes to the originally sourced data
Data Acquisition Lead: The person responsible for implementing/integrating a new data sources for the PHM platform 
Data Acquisition Reviewer: The person responsible for verifying and validating the newly (or updated) source data in the PHM Platform
 
1.4 Policy
 
The Lead Data Architect will design the integration plan for any new or updated external data for the PHM Platform.  The Lead Data Architect will provide all necessary documentation to the Data Acquisition Lead who will be responsible for executing the plan to onboard (update) data in the PHM Platform.
 
Both the Lead Data Architect and the Data Acquisition Lead will provide all metadata to the Metadata Owner who will maintain documentation all relevant metadata included in the PHM Platform 
 
2.0 Procedure 
 
1. The PHM Platform Team will identify relevant data sources to add/update in the PHM platform
2. The Lead Data Architect will design a plan for integration of the new/updated data source
3. The Data Acquisition Lead will develop a plan to integrate the new/updated data in the PHM platform 
4. The Data Acquisition Programmer will execute the data acquisition plan 
5. The Metadata Owner will document all relevant metadata for the newly acquired or updated data in the PHM platform 
6. The Metadata Owner will maintain the PHM Platform Data Catalog which will include the following:
a. Data Source Name
b. Data Source Type (Claims, ADT, Immunization, Clinical (EMR), etc.)
c. Initial Data Acquisition Date
d. Last Update Date
e. Legal Contract Name to authorize access and use of the data
f. Data Source Owner (Organization)
g. Data Source Owner Point of Contact (Contact Name)
h. Data Source Owner Phone Number
i. Data Source Owner Email 
j. Data Source Owner Executive Point of Contact 
k. Data Source Owner Executive Point of Phone Number 
l. Data Source Owner Executive Point of Contact Email 
m. Data Source Owner Address (for Securing/Breach Notification)
n. Location of Data Source
o. SFTP or IP Address Location of Source Data
p. Format of Source Data
q. Method of Data Sourcing 
r. Frequency of Data Refresh
7. On a quarterly basis, the Metadata Owner will review and update the Data Catalog as needed
8. On a quarterly basis, the Metadata Owner will verify all necessary contracts are in place related to access and use of the data
9. The Metadata Owner will report any Data Quality Concerns to XXX
10. The Metedata Owner will report any Legal/Contract Concerns/Issues related to the Data source to XXX
11. The Metadata Owner will report any technical/data acquisition issues to the Lead Data Architect

[Link Metadata Policy to the Data Classification Policy]
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